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Quick Guide for Staff
	Do
	Do not

	Use only approved School systems and accounts.
	Use personal email, messaging, storage or devices for School records unless specifically authorised.

	Check recipients, attachments and permissions before sending or sharing.
	Share information because it is convenient or interesting rather than necessary and lawful.

	Keep records accurate, relevant and in the correct system.
	Keep duplicate, unofficial or outdated records.

	Report mistakes, losses, suspicious access and misdirected messages immediately.
	Delete evidence, conceal an incident or delay reporting.

	Ask Ariane or Stuart before starting new high-risk processing.
	Enter identifiable or sensitive School information into an unauthorised AI tool.
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1. Purpose and scope
Bright Fields School is an independent specialist day school operated by SofiNo Education Ltd. This policy explains how the School collects, uses, stores, shares and disposes of personal data lawfully, fairly, transparently and securely.
It applies to all personal data processed for Bright Fields School, whether held electronically, on paper, in photographs, audio or video, or in any other format. It applies to employees, workers, agency staff, volunteers, contractors, trainees, pupils and anyone else who handles School information.
The policy protects information about pupils, parents and carers, staff, applicants, visitors, contractors, suppliers and other individuals whose information is processed by or for the School. Group-level processing undertaken independently by SofiNo Education Group Ltd, White Orchid Care or any other entity is outside this policy.
2. Legal and regulatory framework
This policy is intended to operate consistently with the legal and regulatory framework applying at the relevant time, including:
UK General Data Protection Regulation (UK GDPR).
Data Protection Act 2018.
Data (Use and Access) Act 2025.
Privacy and Electronic Communications Regulations 2003, where applicable.
Education Act 2002, the Education (Independent School Standards) Regulations 2014 and education information requirements that apply to the School.
Keeping Children Safe in Education and other current safeguarding and record-keeping guidance.
Protection of Freedoms Act 2012 if biometric systems are considered in future.
Where legislation or statutory guidance changes, the current legal requirement will apply even if this policy has not yet been updated. The DPO will advise on material changes.
3. Definitions
	Term
	Meaning

	Personal data
	Information relating to an identified or identifiable living individual.

	Special category data
	More sensitive data, including health, disability, racial or ethnic origin, religious or philosophical beliefs, political opinions, trade union membership, genetic or biometric identification data, and sex life or sexual orientation.

	Criminal offence data
	Information about criminal allegations, convictions, offences, proceedings or related security measures.

	Processing
	Any operation involving personal data, including collection, recording, organisation, access, use, sharing, storage, amendment, restriction, deletion or destruction.

	Controller
	The organisation that determines why and how personal data is processed.

	Processor
	An organisation that processes personal data on the controller’s documented instructions.

	Personal data breach
	A security breach causing accidental or unlawful loss, destruction, alteration, unauthorised disclosure of, or access to, personal data.

	DPIA
	A Data Protection Impact Assessment used to identify and reduce privacy risks before high-risk processing begins.


4. Data controller and governance
SofiNo Education Ltd is the data controller for Bright Fields School and is registered with the Information Commissioner’s Office under registration number ZB975001.
The School maintains appropriate accountability records, including privacy notices, a record of processing activities or information asset register, a supplier and processor register, a breach register, an Appropriate Policy Document where required, retention arrangements and DPIA screening or assessments.
The Proprietor has confirmed that the existing Appropriate Policy Document applies to Bright Fields School. It supports the School’s processing of special category and criminal offence data where a Data Protection Act 2018 Schedule 1 condition requires such a document.
5. Roles and responsibilities
5.1 Proprietor
The Proprietor has overall accountability for data protection governance, approves this policy and ensures that suitable resources and oversight are available.
5.2 Headteacher
The Headteacher is responsible for day-to-day implementation within the School, leadership expectations, staff compliance and ensuring that School practice reflects this policy.
5.3 Data Protection Officer
Stuart Steer is the Data Protection Officer. The DPO advises on data protection obligations, monitors compliance, advises on DPIAs, supports breach assessment and acts as a contact point for individuals and the ICO.
5.4 Operational Data Protection Lead
Ariane Brown-Smith is the Operational Data Protection Lead. Ariane coordinates day-to-day data protection activity, receives breach reports, maintains or coordinates governance records, supports rights requests and liaises with the DPO.
5.5 All staff and persons working for the School
Follow this policy, related procedures and role-based instructions.
Access personal data only where authorised and necessary for their role.
Use only approved systems, devices, accounts and storage locations.
Keep information accurate and report corrections promptly.
Complete required training and seek advice when unsure.
Immediately report actual or suspected breaches, misdirected communications, lost information, suspicious access or insecure practice to Ariane Brown-Smith.
Refer safeguarding concerns through safeguarding procedures without delay. Confidentiality must never prevent lawful safeguarding action.
6. Data protection principles
The School will be able to demonstrate that personal data is:
processed lawfully, fairly and transparently;
collected for specified, explicit and legitimate purposes and not used incompatibly;
adequate, relevant and limited to what is necessary;
accurate and kept up to date where necessary;
kept for no longer than necessary;
protected by appropriate technical and organisational measures; and
handled in a way that respects individual rights and meets accountability requirements.
7. Lawful processing
Before processing personal data, the School will identify and document an appropriate Article 6 lawful basis. Depending on the activity, this may be contract or steps before contract, legal obligation, vital interests, public task where applicable, legitimate interests, or consent.
Consent will be used only where it is freely given, specific, informed and unambiguous, and where it can be withdrawn without detriment. The School will not rely on consent where another basis more accurately reflects a mandatory education, safeguarding or employment activity.
For special category data, the School will also identify an Article 9 condition. For criminal offence data, the School will identify an Article 10 and Data Protection Act 2018 condition and will use its Appropriate Policy Document where required.

	Safeguarding information  Relevant and proportionate information may be shared without consent where necessary to protect a child or another person, meet a legal duty, support statutory safeguarding functions, prevent or detect crime, or respond to an emergency. Decisions should be recorded where appropriate.



8. Children and young people
Pupils’ personal data belongs to the pupil. The School will explain its processing in an age-appropriate and accessible way and will consider each pupil’s age, understanding, communication needs, SEND, best interests, confidentiality and safeguarding circumstances.
A parent or carer does not automatically exercise every data protection right on behalf of a pupil. The School will decide whether the pupil can understand the right and its implications, whether authority or consent is needed, and whether disclosure would adversely affect the pupil or another person.
Because Bright Fields School is an independent school, parents do not have an automatic statutory right under the maintained-school educational record rules to obtain the complete educational record. Requests will be considered under data protection law, safeguarding obligations, confidentiality and the School’s policies.
9. Collecting information and privacy notices
When personal data is collected, the School will provide or make available an appropriate privacy notice. Notices will explain the controller, contact details, purposes, lawful bases, categories of information, sources, recipients, retention, relevant international transfer safeguards, rights and complaint routes.
Privacy information will be concise, clear and accessible. Additional or layered explanations will be used for pupils and individuals who need an easy-read, symbol-supported or otherwise adjusted format.
10. Sharing information
Personal data will be shared only where there is a lawful and necessary reason. Before sharing, staff must consider identity, authority, purpose, minimum necessary information, security and any safeguarding or confidentiality risk.
The School may share information with authorised staff, parents or carers where appropriate, local authorities, the Department for Education, Ofsted, police, social care, health professionals, safeguarding partners, future or previous education settings, professional advisers, insurers and approved service providers where lawful and necessary.
Where another organisation processes personal data on the School’s behalf, appropriate due diligence and contractual terms will be used. Where another organisation acts as an independent controller, each organisation remains responsible for its own processing.
International transfers or access outside the UK will take place only where lawful and supported by an appropriate transfer mechanism and safeguards. Supplier hosting, support and subprocessing arrangements will be reviewed rather than assumed.
11. Individual rights and subject access requests
Individuals may have rights to be informed, obtain access, correct inaccurate data, request erasure or restriction, object to certain processing, receive portable data in limited circumstances, withdraw consent and obtain safeguards relating to solely automated decisions.
Rights are not absolute. The School may lawfully withhold, restrict or redact information, including where disclosure would reveal another person’s information, prejudice safeguarding, breach legal professional privilege or engage another statutory exemption.
Requests can be made verbally or in writing. Any member of staff who receives a request must forward it to Ariane Brown-Smith immediately. The School may verify identity and clarify the scope where appropriate. Requests will be handled within the statutory timescale, with any lawful extension or refusal explained.
12. Records, retention and disposal
The School will keep personal data only for as long as necessary for the documented purpose, legal and regulatory requirements, safeguarding, limitation periods, insurance, complaints, investigations, inquiries and legitimate operational needs.
The approved Records Retention Schedule applies. A legal hold, safeguarding need, active complaint, investigation, litigation, subject-rights request or public inquiry may suspend routine deletion.
When retention ends, paper and electronic records will be securely destroyed, deleted or anonymised. Staff must not retain unofficial duplicates or move formal records into personal storage.
13. Security, approved systems and monitoring
The School will use proportionate security controls, including role-based permissions, account security, secure storage, encryption where appropriate, backups, device management, audit logging, supplier assurance and incident response.
Use School email, Microsoft Teams, the approved SharePoint or OneDrive location, CPOMS, Arbor, Microsoft Forms and other expressly approved systems for the relevant activity.
Do not use personal email, personal cloud storage, consumer messaging apps or unauthorised removable media for School information.
Apply clean-desk and clear-screen practices and keep paper records secure.
Check address auto-complete, recipient lists, sharing links, permissions and attachments before sending.
Lock screens and protect passwords and authentication methods. Do not share accounts.
Take personal data off site only where authorised and securely protected.
Monitoring of School systems, accounts and devices may occur where lawful, necessary and proportionate for security, safeguarding, legal compliance, service continuity, investigation or protection of rights. Monitoring will not be indiscriminate and will be described transparently where required.
14. Photographs, recordings and communications
Photographs, video or audio containing identifiable individuals are personal data. The School will identify the purpose and lawful basis, provide appropriate information and obtain consent where consent is the appropriate basis.
Personal devices must not be used to photograph, film or record pupils. Parent and carer communications must use authorised channels, including Arbor and Outlook, where directed.
There is no CCTV currently operated at the School. A privacy assessment, DPIA screening, signage, notice and retention arrangements must be completed before any future surveillance system is introduced.
15. Artificial intelligence
No pupil, family, staff, safeguarding, health, employment, confidential or commercially sensitive information may be entered into an unauthorised generative AI tool or chatbot.
Approved use must follow data minimisation, confidentiality, accuracy, human oversight and intellectual property requirements. AI must not be used to make solely automated safeguarding, employment, placement, disciplinary or other significant decisions about an individual.
If personal data is entered into an unauthorised AI service, this must be reported immediately as a potential personal data breach.
16. Privacy by design and DPIAs
The School will integrate data protection into new systems, projects, forms, monitoring, sharing arrangements and material changes from the outset.
There are currently no existing DPIAs. A DPIA screening must therefore be completed when new or changed processing may create a high risk to individuals. A full DPIA will be completed before processing begins where required, with advice from Stuart Steer.
Priority screening areas include safeguarding systems and processes involving CPOMS, the Arbor MIS, HR and recruitment systems, safer-recruitment screening, Google Analytics and cookies, new monitoring, recording or AI uses, and any future CCTV or biometric system.
17. Suppliers and processors
Before appointing a supplier that will handle personal data, the School will identify the parties’ roles, assess security and privacy assurances, and put appropriate written terms in place. Article 28 terms will be used where the supplier is a processor.
The School will maintain a supplier and processor register covering the purpose, information involved, role, contract, subprocessing, locations, retention or deletion, security, breach reporting and review date. Public privacy notices alone do not replace the need to review the applicable service terms.
18. Personal data breaches
All actual or suspected breaches must be reported immediately to Ariane Brown-Smith. Ariane will contact Stuart Steer and coordinate containment, evidence preservation, risk assessment and recording. The breach register is stored securely in OneDrive.
The DPO will advise whether the breach must be reported to the ICO without undue delay and, where required, within 72 hours of awareness, and whether affected individuals must be informed. Every breach and the decision reached will be documented, including breaches not reported externally.
19. Complaints
Concerns about the use of personal data should be raised with Ariane Brown-Smith or Stuart Steer. The School will record, acknowledge and investigate complaints fairly and without undue delay. Individuals may also complain to the Information Commissioner’s Office.
20. Training, assurance and review
Staff will receive data protection and confidentiality training at induction and refresher training appropriate to their role. Completion will be recorded. Additional training will be provided where systems, risks, legislation or responsibilities change.
The DPO and Operational Data Protection Lead will support proportionate reviews of privacy notices, access controls, retention, supplier arrangements, breaches, rights requests, training and DPIA activity. The Proprietor will receive appropriate assurance information.
This policy will be reviewed at least annually, with the next scheduled review in September 2027, and sooner if there is a material change in law, guidance, systems, services or risk.
21. Related documents
Appropriate Policy Document.
Records Retention Schedule.
Privacy notices for pupils, parents and carers, staff, applicants, visitors, suppliers and contractors, and website users.
Personal Data Breach Procedure and breach register.
Subject Access Request and Individual Rights Procedure.
Supplier and processor register.
DPIA screening form and DPIA register.
Safeguarding and Child Protection Policy BFS-001.
Staff Digital Conduct Policy BFS-037 and Staff Handbook.
Acceptable use, online safety, complaints, recruitment and information-sharing arrangements.
Appendix 1: Personal data breach procedure
	Stage
	Required action

	1. Report
	Immediately tell Ariane Brown-Smith. Do not investigate alone, conceal the event, delete evidence or delay.

	2. Contain
	Take safe, proportionate steps to stop further loss or access, for example recalling a message, restricting a link, securing a device or contacting IT. Preserve evidence.

	3. Escalate
	Ariane contacts Stuart Steer and relevant leaders, IT, safeguarding staff or suppliers depending on the incident.

	4. Assess
	Record what happened, affected people and data, likely consequences, safeguards already in place and mitigation. Consider safeguarding alongside data protection.

	5. Decide
	The DPO advises whether ICO notification and communication to affected individuals are legally required.

	6. Record
	Enter the facts, effects, decisions, actions and lessons learned in the OneDrive breach register.

	7. Review
	Complete corrective action, training, control changes and follow-up. Identify patterns and prevent recurrence.



	Urgent examples  Lost or stolen records or devices; information sent to the wrong person; incorrect sharing permissions; unauthorised access; phishing or compromised accounts; safeguarding information disclosed; paper records missing; personal data entered into an unauthorised AI tool.



Appendix 2: DPIA screening guide
Complete a screening before starting or materially changing processing where one or more of the following may apply:
large-scale or systematic processing of sensitive information;
processing involving children or other vulnerable individuals;
new technology, surveillance, tracking, profiling or monitoring;
matching or combining datasets in an unexpected way;
systematic evaluation that may significantly affect a person;
biometric or genetic information;
processing that could prevent a person exercising a right or using a service;
a large volume of safeguarding, health, SEND, behaviour or criminal offence data;
new supplier access, remote support, hosting or international transfer arrangements.
The screening must identify the proposal, purpose, people affected, information used, lawful basis, access, sharing, retention, security, foreseeable harm and proposed controls. If high risk is likely, a full DPIA must be completed and the DPO consulted before processing begins.
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